
Verifying Neural Network Robustness with Dual Perturbations

Abstract

Safety-critical deep learning systems must be robust against
real-world corruptions combining spatially correlated dis-
tortions and independent noise. Current deep neural net-
work verification methods handle these perturbations sep-
arately, either checking independent pixel-wise perturba-
tions or restricted convolutional transformations using pre-
defined patterns. This gap prevents assessing robustness
under realistic conditions where both perturbation types
occur simultaneously. To address these limitations, we
propose VeriDou, a framework that introduces: (i) uni-
versal convolutional perturbations that enable verification
across continuous spatial distortion spaces, and (ii) dual
perturbations that capture both convolutional distortions
and independent pixel-level variations. Our evaluation on
a set of diverse benchmarks with 14340 instances shows
VeriDou’s dual perturbations approach found substan-
tially more adversarial examples on networks that exist-
ing methods claimed to be highly robust. This shows that
VeriDou is able to explore a broader range of unsafe re-
gions and thus enhances formal assessment of robustness.

1. Introduction

Robustness [3, 8, 25, 30] is a fundamental property of
deep neural networks (DNNs) that ensures consistent be-
havior when inputs are perturbed. The rapid deployment
of DNNs in safety-critical computer vision (CV) applica-
tions, e.g., autonomous driving [34] and medical diagno-
sis [31] has made the formal reasoning about robustness
increasingly crucial for ensuring reliability. Recent years
have witnessed significant advancements in DNN verifica-
tion techniques [7, 11, 12, 40, 43] to prove robustness and
safety properties of various systems, e.g., image classifica-
tion [9] and aircraft collision avoidance [21]. In particular,
DNN verification has been developed for CV systems, e.g.,
abstraction-based training [22, 42], tight linear approxima-
tion for MaxPool [36, 37], and verified perturbation analy-
sis [13, 15] to certify robustness properties, explainability
guarantees, and complex geometric transformations.

However, verifying robustness in CV systems is still in

Tab. 1. Comparison of verification approaches (Direct: handling
directly and not reformulating to overapproximated property; Re-
stricted: limited to interpolations of predefined kernels; Univer-
sal: arbitrary kernel coefficient combinations within bounds).

Method Independent
Perturbation

Convolutional Perturbation

Direct Restricted Universal

αβ-CROWN [43] ✓ ✗ ✗ ✗
NeuralSAT [12] ✓ ✗ ✗ ✗

Venus [4] ✓ ✗ ✗ ✗
Mziou-Sallami et al. [24] ✗ ✗ ✓ ✗

Ruoss et al. [27] ✗ ✗ ✓ ✗
Brückner et al. [7] ✗ ✓ ✓ ✗

VeriDou (ours) ✓ ✓ ✓ ✓

its infancy and is far from practical deployment. For ex-
ample, existing DNN verification for CV systems [7, 22,
24, 27, 36, 42] cannot deal with multiple types of realis-
tic perturbations that often occur simultaneously in real-
world scenarios, e.g., autonomous vehicle cameras experi-
ence vibration-induced blur and sensor noise [28]. These
distortions are often categorized into two types: convo-
lutional and independent perturbations, which exhibit dis-
tinct characteristics posing unique challenges to verifica-
tion. Convolutional perturbations manifest images through
weighted combinations of neighboring pixels, e.g., motion
blur [17]. In contrast, independent perturbations introduce
separate noise to each pixel, e.g., brightness fluctuations,
modeled as ℓ∞ constraints. This dual nature creates op-
portunities for designing verification approaches that can
jointly model spatial dependencies and independent varia-
tions, which essential for robust analysis in CV systems.

Tab. 1 summarizes the capabilities of existing verifica-
tion methods, highlighting that current approaches either
support independent perturbations or restricted forms of
convolutional perturbations, but none provide coverage of
both perturbation types with universal convolution. State-
of-the-art DNN verifiers primarily focus on independent
perturbations using interval-based methods [12, 18, 20, 25,
40], which scale efficiently but cannot model spatial depen-
dencies. Recent work [7, 24, 27] has attempted to address
convolutional perturbations, but with restrictive constraints
or limited kernels. Critically, no existing approaches sup-
port both independent and convolutional perturbations si-
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Fig. 1. Systematic overview of VeriDou framework. VeriDou encapsulates both convolutional (infinite number of possible kernels
in the predefined space) and independent perturbations (infinite number of possible pixel-level variations), then formally analyzes the
perturbation space to provide a guarantee for robustness (outputs are guaranteed to be classified as original class).

multaneously, limiting their applicability to realistic CV
scenarios where multiple perturbation types co-occur.

To bridge this gap, we introduce VeriDou, a ver-
ification framework that supports independent and arbi-
trary convolutional perturbations, called dual perturbations,
through a single formulation. Fig. 1 shows an overview
of VeriDou framework. VeriDou first captures convo-
lutional perturbation, where kernels are controlled by in-
dependent variables within specified bounds, handling uni-
versal convolutional perturbations across arbitrary kernels.
Second, combined with independent perturbation for pixel-
level variations, dual perturbations are encapsulated by a
unified perturbation space. Both types of perturbations are
encoded in perturbation DNN layers, then prepended to
the original network. Third, VeriDou computes network
overapproximation under the perturbation space via under-
lying verifiers; if the overapproximation is subsumed by
the property (robust region), the network is guaranteed ro-
bust. This enables verification of richer properties, where a
single instance encompasses infinite perturbation combina-
tions across continuous kernel spaces, revealing counterex-
amples that existing approaches cannot achieve.

We demonstrate VeriDou’s feasibility and expressiv-
ity through evaluations on diverse benchmarks from re-
cent Verification of Neural Networks Competitions (VNN-
COMPs) [2, 6]. Our evaluation shows that while existing
approaches claim high robustness rates (up to 100%), dual
perturbations yields substantially more adversarial exam-

ples (up to 99%) on the same networks. This demonstrates
that networks exhibiting robustness against specific pertur-
bations lack generalization capabilities for broader distor-
tions, revealing a critical gap in the current robustness as-
sessment that VeriDou addresses.

Our contributions include: (1) A dual perturbation that
models real-world distortions handling both convolutional
and independent variations; (2) An algorithmic approach
and implementation tool, VeriDou, that transforms com-
plex specifications into standard verification problems; (3)
An evaluation demonstrating that dual perturbations reveal
fundamental gaps in DNN robustness assessment.

2. Background
Convolutional Perturbation Convolutional perturbation
extends local robustness to handle spatial distortions. Un-
like ℓ∞-norm perturbations, convolutional perturbations ap-
ply a kernel K to the input X , resulting in the perturbed
input X ∗K. These perturbations introduce spatial depen-
dencies through convolutions, where neighboring pixels in-
fluence each other to create correlated variations rather than
independent changes.

The verification problem then asks whether a DNN N
complies to a property ϕ across all possible variations K
within a kernel space K.

∀K ∈ K : ϕ(N(X ∗K)) (1)

The key to verification is constructing an appropriate kernel



space K (e.g., how to define a convolution kernel K in K)
that precisely captures the desired perturbations.

Restricted Convolutional Perturbation Restricted con-
volutional perturbation K(Z) uses n variables Z =
[z1, . . . , zn], each variable zi controls one target kernel Ki:

K(Z) =

n∑
i=1

zi ·Ki +
(
1−

n∑
i=1

zi

)
· Id (2)

where zi ∈ [0, 1],
∑n

i=1 zi ≤ 1, Ki is a target kernel and
Id is the identity kernel with the same size as Ki. Intu-
itively, K(Z) is a linear combination of target kernels Ki

with scale factors zi. The term
(
1−

∑n
i=1 zi

)
· Id ensures

zero perturbation when all zi = 0 (X ∗K(Z) = X).

DNN Verification Given a network N and a property ϕ ≡
ϕin =⇒ ϕout, verification problem [10, 19] reduces to
checking satisfiability:

α ∧ ϕin ∧ ¬ϕout (3)

If Eq. 3 is unsatisfiable (UNSAT) and the considered prop-
erty holds (e.g., ϕ is a valid property of N ). Otherwise, it
is satisfiable (SAT) and a counterexample (e.g., adversarial
example) exists that disproves the property ϕ. To improve
scalability, modern DNN verifiers [1, 12, 14, 26, 35, 43]
adopt abstract interpretation [29, 38] to soundly overap-
proximate network behaviors.

3. Universal Convolutional Perturbation
There are several limitations of the restricted convolutional
perturbation. First, it is unable to express slight modifica-
tion of target kernel. Consider motion blur 3 × 3 at 0°, we
have the following restricted kernel K(Z) following Eq. 2:

(1− z1)

0 0 0
0 1 0
0 0 0

+ z1

0 0 0
1
3

1
3

1
3

0 0 0

 =

 0 0 0
z1
3

1− 2z1
3

z1
3

0 0 0


(4)

When z1 varies, all entries of K(Z) must change together in
the same direction and proportion. It fails to capture many
patterns, e.g., asymmetric perturbations that require slight
changes of different entries such as a slight change of an
entry z1

3 to z1+0.01
3 . Second, this approach only captures

perturbations at extreme points defined by the target ker-
nels, e.g., motion blur 0° or 45°. It fundamentally cannot
capture continuous intermediate orientations (e.g., 30°) that
lie between them.

To address the limitations of restricted perturbations in
capturing continuous transformation spaces and arbitrary
kernel patterns, we introduce universal convolutional per-
turbations as our core contribution that enables verification
over complete kernel neighborhoods.

Def. 1 (Universal Convolutional Perturbation). A univer-
sal convolutional perturbation uses k1 × k2 variables Z =
[z11, . . . , zk1k2

], each zij controls a kernel entry:

K(Z) =

k1∑
i=1

k2∑
j=1

Uij · zij + Id (5)

where zij ∈ [lij , uij ], each Uij ∈ Rk1×k2 is a unit kernel
with a single one at position (i, j) and zeros elsewhere.

Compared to the restricted perturbation, K(Z) is con-
structed directly from the variables Z without involving pre-
defined target kernels. The term Id also ensures no pertur-
bation when all zij = 0. Consider verifying motion blur
5 × 5 across orientations from 0° to 45°, we construct a
range-covering kernel space for continuous angles. Specif-
ically, we mark every kernel position that a blur line would
pass through while rotating from 0° to 45°. Such positions
are controlled by different variables, while others are set to
zero. Using Def. 1, the kernel K(Z) can be defined as:

K(Z) =


z11 0 0 0 0
z21 z22 0 0 0
z31 z32 z33 z34 z35
0 0 0 z44 z45
0 0 0 0 z55

 (6)

where non-zero entries zij ∈ [0, 1
5 ]. First, this formulation

addresses limitations of the restricted convolutional pertur-
bation, e.g., allowing for arbitrary combinations of kernel
entries rather than requiring all entries to change together
in the same direction and proportion. Second, it is able to
capture any intermediate orientations of interest (e.g., 30°).

3.1. Improving Expressivity
To formally characterize the expressiveness of universal
perturbations, we prove that universal perturbations sub-
sume all image transformations expressible by restricted
perturbations, establishing the theoretical foundation for
our approach.

Lem. 1 (Kernel Space Containment). Let Kres and Kuni be
sets of all kernels expressible by restricted and universal
perturbations, respectively. Then Kres ⊆ Kuni.

Proof. Let Kres(z1, . . . , zn) =
∑n

i=1 zi · Ki + (1 −∑n
i=1 zi) · Id =

∑n
i=1 zi · (Ki − Id) + Id. We con-

struct kernel parameters Z∗ = [z∗11, z
∗
12, . . . , z

∗
k1k2

] where
z∗pq =

∑n
i=1 zi ·(Ki−Id)pq . Then, Kuni(Z

∗) =
∑

p,q Upq ·
z∗pq + Id =

∑n
i=1 zi · (Ki − Id) + Id = Kres, showing any

restricted kernel can be expressed as a universal kernel.

Thm. 1 (Perturbation Space Containment). Let Pres =
{X ∗ K : K ∈ Kres} be the set of all perturbed im-
ages generated by restricted convolutional perturbation,
and Puni = {X ∗K : K ∈ Kuni} be the set of all perturbed



images generated by universal convolutional perturbation.
Then Pres ⊆ Puni.

Proof. Since Kres ⊆ Kuni (from Lem. 1), for any perturbed
image X ∗ K where K ∈ Kres, we have K ∈ Kuni, which
implies X ∗K ∈ Puni. Therefore, Pres ⊆ Puni.

As established by Thm. 1, the universal formulation pro-
vides a more expressive perturbation space than restricted
approaches. Importantly, by definition, universal convo-
lutional perturbation enables arbitrary kernel coefficients
within specified bounds, not limited to predefined kernel
combinations. In particular, given a kernel Karbitrary, we
define the kernel space K as zij ∈ [cij − ϵij , cij + ϵij ]
where centers cij are derived from specific domain require-
ments (e.g., driving scenarios [23], or natural image statis-
tics [39]), and ϵij are perturbation radii.

Next, we introduce VeriDou in §4, a verification
framework leveraging universal convolutional perturbation
to represent multiple verification scenarios within a single
formulation, where arbitrary kernels (e.g., motion blur, de-
focus, camera shake) can be continuously varied and veri-
fied. In particular, one of VeriDou’s properties encapsu-
lates a spectrum of perturbations such that verifying a single
instance covers infinite discrete kernel patterns.

4. The VeriDou Approach

Fig. 1 illustrates the VeriDou framework for transforming
both perturbation types into a unified verification problem.
The VeriDou algorithm, shown in Alg. 1, takes in an input
(e.g., an image X), and a network N , and constructs per-
turbation transformations by computing the convolutional
component WC through pre-convolving the input with unit
kernels Uij (line 2) and the independent component R′

by masking perturbation ranges with coverage C (line 3).
The convolutional layer (§4.1) generates all possible ker-
nel variations within bounds K, while the independent layer
(§4.2) produces pixel-level variations within ℓ∞ constraints.
VeriDou then unifies these by constructing transformation
matrix W (line 6) and perturbation layer L (line 7), yield-
ing unified network M = N ◦ L (line 8) operating over
the dual perturbation space. Finally, VeriDou formulates
the verification problem by defining input space S as the
Cartesian product of kernel and pixel bounds (line 10) and
specifying robustness property ϕ requiring consistent clas-
sification (line 11). This enables the verifier V to provide
formal guarantees across the entire perturbation space for
both perturbations.

Alg. 1: VeriDou Algorithm
input : Network N ; input X ∈ Rd;

Convolutional perturbation Z ∈ [zL, zU ]
k1×k2 ;

Independent perturbation R ∈ [ϵR, ϵR]
d;

Perturbation coverage C ∈ {0, 1}d;
Oracle verifier V ;

output : SAT/UNSAT/TIMEOUT
1 1. Perturbation construction
2 WC ←

∑k1
i=1

∑k2
j=1(X ∗ Ui,j) ▷ Convolutional

3 R′ ← R× C ▷ Independent
4 s←

[
Z R′] ▷ Unified perturbation variables

5 2. Unified perturbation network
6 W ←

[
WC Id

]T
▷ Transformation matrix

7 L← s ·W +X ▷ Dual perturbation layer
8 M ← N ◦ L ▷ Perturbation network
9 3. Verification problem

10 S ← [zL, zU ]
k1×k2 × [ϵR, ϵR]

d ▷ Input Space
11 ϕ←

{
∀s ∈ S ⇒ argmax(M(s)) = argmax(N(X))

}
12 return V (ϕ) ▷ Verify problem

4.1. Convolutional Perturbation Layer
For an input X ∈ Rd and universal kernel K(Z) ∈ K con-
structed in §3, the perturbed input XC ∈ Rd is computed:

XC = X ∗K(Z) =

k1∑
i=1

k2∑
j=1

(X ∗Ui,j) · zi,j +X ∗ Id (7)

This decomposition enables independent control over each
kernel coefficient, allowing arbitrary perturbation patterns
within the specified bounds while maintaining computa-
tional efficiency through pre-computed terms (X ∗ Ui,j).

Next, we construct a transformation matrix WC ∈
Rd×k1×k2 that maps perturbation variables to convolution
outputs. For a specific input image X ∈ Rd,

WC =

k1∑
i=1

k2∑
j=1

(X ∗ Ui,j) (8)

where each entry of WC represents the convolution output
with the corresponding unit kernel Ui,j . The convolutional
perturbation transformation is then:

XC = FC(X,Z) = X ∗K(Z) = WC · Z +X (9)

4.2. Independent Perturbation Layer
For input X ∈ Rd and perturbation range R ∈ [−ϵR, ϵR]

d,
the independent perturbation transformation is defined fol-
lowing the ℓ∞ norm formulation:

XI = FI(X,R,C) = X +R× C (10)

where C ∈ {0, 1}d is the perturbation coverage that con-
trols the spatial distribution of perturbations, e.g., if Ci = 1,



then i-th pixel is perturbed within the range [Xi − ϵR, Xi +
ϵR], otherwise the pixel is not perturbed.

FI(X,R,C) captures all the pixel-level variations vary-
ing within the ℓ∞ ball with center X and radius ϵR. It cap-
tures the independent pixel-level variations which cannot be
captured by convolutional perturbation.

Note that the independent perturbation integrates seam-
lessly with existing DNN verification techniques, as it can
be represented as a standard hyper-rectangle (e.g., interval
bounds on inputs) that DNN verifiers often natively support.

4.3. Dual Perturbation Verification
Given the original network N , an image X to be verified,
the new network M is systematically constructed to capture
the robustness of X against both universal convolutional
and independent perturbations:

M(s) ≡ N ◦FI ◦FC(s) ≡ N(WC ·Z+X+R×C) (11)

where s ≡ (Z,R,C) ∈ Rk1×k2+d is the unified input to
the new network M , I ∈ Rd is the original d-dimensional
input, Z ∈ [zL, zU ]

k1×k2 are bounded kernel perturbation
variables with asymmetric bounds, R ∈ [ϵR, ϵR]

d is the in-
dependent perturbation, C ∈ {0, 1}d controls the spatial
distribution of independent perturbations.

Note that the order of composition results in different
perturbation patterns. However, the final form of the net-
work M is the identical. In particular, M(s) ≡ N ◦
FC ◦ FI(s) = W ′

C ∗ Z + X + R ∗ C, where W ′
C =∑k1

i=1

∑k2

j=1 ((X +R× C) ∗ Ui,j).
We use the form of Eq. 11 to construct the new network

M in our evaluation. To facilitate the verification, we inte-
grate the both convolutional and independent perturbations
into a single layer L(s). Particularly, we construct a linear
layer L for dual perturbations WC · Z +X +R× C:

L(s) =
[
Z R× C

]︸ ︷︷ ︸
Input s

·

WC

Id


︸ ︷︷ ︸
Weight W

+ X︸︷︷︸
Bias b

(12)

where Id is the identity matrix of size d × d, W ∈
Rd×(k1×k2+d) is weight, and b ∈ Rd is bias of L. The
unified network M in Eq. 11 now becomes:

M(s) ≡ N ◦ L(s) (13)

The unified input s to the new network M then is
bounded by the space S ≡ [zL, zU ]

k1×k2 × [ϵR, ϵR]
d. A

verification property ϕ asserts M ’s prediction (e.g., classifi-
cation task) remains unchanged despite the presence of both
convolutional perturbation and independent perturbation:

∀s ∈ S ⇒ argmax
(
M(s)

)
= argmax

(
N(X)

)
(14)

5. Evaluation
We evaluate the effectiveness of VeriDou through five re-
search questions: RQ1 (§5.2): How does VeriDou reveal
adversarial examples compared to existing methods? RQ2
(§5.3): How does VeriDou perform on different types of
properties? RQ3 (§5.4): How similar are adversarial exam-
ples found by VeriDou to original images? RQ4 (§5.5):
How do parameters affect VeriDou?

5.1. Experimental Setup
Benchmarks. We use five networks from existing
work [2, 5, 6] including: MNIST-FC, Oval21,
Sri-ResNet-A, CIFAR100, TinyImageNet. These
networks cover a wide variety of architectures, including
FC, CNN, and ResNet, spanning on different input (e.g.,
784–9408) and output dimensions (e.g., 10–200) , and com-
plexities (e.g., 270K–3.8M parameters).

We evaluate VeriDou on two types of convolutional
kernels: (1) Specific Kernels use motion blur at specific an-
gles (0°, 15°, 30°, 45°, 60°, 75°, 90°) and continuous angles
spanning (0°–30°, 30°–60°, 60°–90°). (2) Arbitrary Kernels
use augmented kernels [39] initialized via Kaiming nor-
mal [16] with number of zi ranging from 20% to 100% of
the total number of kernel entries. Kernel sizes are {5, 7, 9}.
Four types of perturbations are evaluated: (1) Independent
with R ∈ [−0.04, 0.04]d and C ∈ {50%, 100%}; (2) Re-
stricted; (3) Universal; and (4) Dual. In total, we evaluate
14340 verification problem instances, where each instance
is a (network, property) pair.

Setup. We create three variants of VeriDou using dif-
ferent verifiers: VeriDouαβ uses αβ-CROWN [43],
VeriDouNS uses NeuralSAT [12], top verifiers in recent
VNN-COMPs [5, 6] which leverage GPU-based BaB, and
VeriDouV S uses Venus [4], a CPU-based verifier.

Our test machine runs Linux with AMD CPU 32-Core,
128 GB RAM, and an NVIDIA GeForce RTX 4090 GPU
with 24 GB VRAM. The timeout for each problem is 30s,
which is sufficient for state-of-the-art verifiers, e.g., often
used in VNN-COMPs [2, 5, 6].

5.2. RQ1: Comparison with Existing Methods
Fig. 3 compares the effectiveness of VeriDou’s dual per-
turbations to existing methods (e.g., independent and re-
stricted perturbations). We only consider adversarial ex-
amples with low LPIPS [41] (e.g., ≤ 0.4) to ensure fair
comparison across all perturbations by restricting them to
the same perceptual similarity space relative to original
images. Independent perturbations find minimal viola-
tions, e.g., only 0–20%, with CIFAR100 showing 0% and
MNIST-FC/Oval21 achieving only 5%. Restricted per-
turbations reveal more vulnerabilities compared to indepen-
dent ones, e.g., increasing to 53% in TinyImageNet.
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Fig. 2. Verification comparison: (top) original input images; (middle) most perturbed images of properties that restricted perturbations
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by different perturbation approaches across networks.

As universal properties are more expressive than re-
stricted ones, they expose significantly more SAT in-
stances, e.g., TinyImageNet to 89%. Dual perturbations
show a dramatic surge, reaching 65–99% SAT across net-
works. As shown in Fig. 2, dual perturbations success-
fully identify valid adversarial examples while others can-
not. MNIST-FC increasing from 12% to 75%. This am-
plification demonstrates the complementary nature of the
two perturbation types. While universal perturbations ef-
fectively capture structured transformations within the con-
volutional space, independent perturbations explore orthog-
onal dimensions that convolutional methods cannot reach,
and vice versa. Neither perturbation type alone achieves
the comprehensive coverage observed in their combination,
highlighting that robustness assessment requires exploring
structured and unstructured perturbations simultaneously.

Note that networks from Oval21 include 3 ReLU-based
CNNs that are robustly trained [2], and thus are harder to
attack (e.g., fewer SAT instances). However, VeriDou
still manages to find 24% SAT instances for these networks,

demonstrating the effectiveness of the dual perturbations. In
contrast, networks from CIFAR100 and TinyImageNet
have high-dimensional inputs and outputs, and thus are eas-
ier (e.g., 99% SAT instances).

5.3. RQ2: Analysis on VeriDou Performances
Discrete Kernels. Tab. 2 shows verification performance
across different motion blur angles. Due to the limited ex-
pressiveness, restricted perturbations fail to capture poss-
bile adversarial examples, thus, achieve significantly higher
number of safe (UNSAT) instances (e.g., 156–185 UNSAT
instances) compared to dual ones (e.g., 53–126 instances)
using VeriDouNS . The stability of verification results
across different angles suggests that network robustness is
not tied to specific geometric properties but rather reflect
systematic properties of perturbations.

In contrast, dual perturbations consistently achieve more
SAT instances than others (3×) with VeriDouV S showing
the largest improvements (8×). Notably, the results expose
a fundamental asymmetry that networks appearing robust
to structured transformations (e.g., VeriDouαβ achieves
169/73 UNSAT/SAT instances under restricted perturba-
tions at 0°) become vulnerable against dual perturbations
(e.g., 50/206 UNSAT/SAT instances).

Continuous Kernels. Tab. 3 shows results for continu-
ous angle ranges (0→30°, 30→60°, 60→90°) By defini-
tion, universal and dual perturbations naturally represent
the entire spectrum, while restricted ones aggregate dis-
crete points (e.g., 0°, 15°, 30° for the 0→30° range). Re-
stricted perturbations claim that networks are highly robust
(e.g., 186–191 UNSAT instances under VeriDouNS) due
to their limited space at specific angles, thus, missing poten-
tial adversarial examples at intermediate orientations. How-
ever, VeriDou reveals substantially more violations (e.g.,
135–161 SAT instances), illustrating that counterexamples
indeed exist at intermediate angles and surrounding regions



Tab. 2. Discrete kernel results (UNSAT/SAT/TIMEOUT).

Perturbation Motion 0° Motion 15° Motion 30° Motion 45° Motion 60° Motion 75° Motion 90°

VeriDouαβ

Restricted 169/73/58 164/85/51 148/93/59 138/105/57 154/88/58 171/73/56 169/81/50
Universal 135/120/45 134/117/49 127/126/47 122/128/50 134/125/41 135/117/48 125/132/43

Dual (C = 0.5) 75/163/62 79/170/51 75/170/55 65/178/57 73/173/54 81/172/47 86/172/42
Dual (C = 1.0) 50/206/44 51/203/46 51/211/38 48/219/33 51/208/41 49/201/50 49/198/53

VeriDouNS

Restricted 183/69/48 176/82/42 170/91/39 156/100/44 172/83/45 193/73/34 185/80/35
Universal 126/120/54 123/117/60 116/125/59 113/129/58 121/125/54 121/117/62 114/132/54

Dual (C = 0.5) 81/162/57 83/169/48 79/170/51 71/179/50 89/170/41 91/169/40 88/171/41
Dual (C = 1.0) 56/203/41 58/199/43 57/206/37 53/215/32 59/205/36 59/199/42 56/195/49

VeriDouV S

Restricted 142/34/124 136/40/124 129/40/131 121/46/133 138/35/127 151/23/126 142/35/123
Universal 113/116/71 112/115/73 108/122/70 102/125/73 116/124/60 115/117/68 111/131/58

Dual (C = 0.5) 60/150/90 60/160/80 60/161/79 51/167/82 59/165/76 68/162/70 66/164/70
Dual (C = 1.0) 28/192/80 26/194/80 24/198/78 24/203/73 28/195/77 29/190/81 33/186/81

Tab. 3. Continuous kernel results (UNSAT/SAT/TIMEOUT).

Perturbation 0 → 30° 30 → 60° 60 → 90°

VeriDouαβ

Restricted 189/48/33 172/62/36 187/53/30
Universal 98/136/36 88/115/67 103/129/38

Dual (C = 0.5) 71/153/46 63/132/75 84/142/44
Dual (C = 1.0) 51/168/51 47/138/85 54/171/45

VeriDouNS

Restricted 190/47/33 186/58/26 191/52/27
Universal 91/127/52 89/111/70 101/119/50

Dual (C = 0.5) 74/139/57 66/127/77 85/136/49
Dual (C = 1.0) 56/155/59 53/135/82 59/161/50

VeriDouV S

Restricted 156/20/94 154/23/93 161/19/90
Universal 87/121/62 76/101/93 97/112/61

Dual (C = 0.5) 54/128/88 44/107/119 67/122/81
Dual (C = 1.0) 33/134/103 28/113/129 37/136/97

Fig. 4. Adversarial examples in arbitrary kernel properties. Each
pair shows original image (left) and adversarial example (right).

that restricted ones overlook entirely. Independent part is
particularly effective at further discovering hidden vulner-
abilities (e.g., 142→171 under VeriDouαβ) that neither
restricted nor universal perturbations could.

Arbitrary Kernels. Tab. 4 presents results using diverse
convolutional kernels across three different domains with
number of zi ranging from 20% to 100%. The results
show a balanced distribution of UNSAT and SAT instances
(e.g., at 20% coverage, UNSAT ranges 101–143 while SAT
ranges 81–99). The verification becomes more challeng-

Tab. 4. Arbitrary kernel results (UNSAT/SAT/TIMEOUT).

Num. zi (%) Domain 1 Domain 2 Domain 3

VeriDouαβ

20 132/81/87 121/92/87 114/99/87
50 99/73/128 91/73/136 99/67/134
100 74/58/168 81/50/169 73/65/162

VeriDouNS

20 143/81/76 135/91/74 126/99/75
50 99/73/128 94/73/133 102/67/131
100 72/58/170 78/51/171 70/65/165

VeriDouV S

20 117/81/102 105/92/103 101/99/100
50 93/73/134 81/72/147 94/68/138
100 68/57/175 78/51/171 71/65/164
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Fig. 5. SSIM scores of adversarial examples. Higher is better.

ing as kernel parameter coverage increases, thus, time-
out instances become increasingly prevalent, e.g., under
VeriDouNS , timeouts of Domain 3 increase from 75 in-
stances at 20% to 165 instances at 100% coverage. Note
that the counterexamples discovered remain visually similar
to original images (Fig. 4), indicating that VeriDou finds
meaningful adversarial examples rather than imperceptible
artifacts within diverse kernel transformation spaces.

5.4. RQ3: Adversarial Example Similarity
The similarity analyses in Fig. 5 and Fig. 6 quantify both
structural (SSIM [33]) and perceptual (LPIPS [41]) fidelity
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Fig. 6. LPIPS scores of adversarial examples. Lower is better.

of adversarial examples discovered by different perturba-
tions. In general, adversarial examples maintain high struc-
tural similarity with SSIM scores consistently around 0.8,
while perceptual distances remain minimal with LPIPS val-
ues below 0.3. However, the distribution characteristics re-
veal important differences, e.g., universal and dual pertur-
bations exhibit significantly tighter value distributions (nar-
rower interquartile ranges) compared to restricted methods,
indicating more consistent similarity preservation.

The narrower box plots for VeriDou’s approaches sug-
gest systematic discovery of adversarial examples within
well-defined similarity bounds, rather than the scattered
variations observed with restricted perturbations. Comple-
menting these quantitative metrics, Fig. 2 provides visual
evidence that dual perturbations identify counterexamples
that appear virtually similar to original inputs, while re-
stricted perturbations either overlook these subtle violations
or contain more visually detectable distortions. This com-
bination of quantitative consistency and visual authenticity
suggests that VeriDou enables effective robustness assess-
ment while preserving example realism.

5.5. RQ4: Ablation Study

Fig. 7 analyzes the contributions of convolutional (Z) and
independent (R) parts on VeriDou’s performances. The
convolutional component Z shows substantial impact on re-
vealing adversarial examples, e.g., increasing from zij =
0.0 (independent) to zij = 0.1 (universal) reveals sig-
nificantly more numbers of SAT instances across all net-
works, with CIFAR100 jumping from 0% to 85% and
TinyImageNet rising from 20% to 70%.

The independent component R provides complementary
benefits, with radius increases from ϵR = 0.01 to ϵR = 0.04
consistently boosting numbers of counterexamples found
across all networks, e.g., Oval21 improves from 15% to
20% and MNIST-FC advances from 21% to 33%. This or-
thogonal contributions between Z and R allows VeriDou
to systematically probe different noise variations that reflect
realistic imaging conditions.
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Fig. 7. Impact of Z and R on the robustness of networks.

6. Related Work
Modern DNN verifiers, e.g., αβ-CROWN [32, 40, 43],
NeuralSAT [10–12], PyRAT [26] and Marabou [35], pri-
marily focus on independent perturbations, e.g., local ro-
bustness [2, 6]. Recent work has advanced the field by
addressing vision-specific challenges, e.g., training meth-
ods that improve verification for image classifiers [22, 42],
tighter approximation for MaxPool-based CNNs [36, 37].

Independent perturbations are widely supported, but do
not capture spatially coupled distortions. The work in [24,
27] considered a limited convolution kernel space, e.g., re-
stricting convolution kernels to values in [0, 1] that sum to
one [24] or pixel-level spatial smoothness constraints [27].
Brückner et al. [7] analyzes specific types of distortions
through parameterizations, enabling continuous transitions
from non-perturbed to fully-perturbed patterns.

Recent work has explored alternative verification
paradigms for CV applications, e.g., verifying perturba-
tion analysis for explainability [13], verification methods
for latent variable model-based specifications [15], address-
ing complex transformations in vision systems. Our work
differs from these prior approaches by providing a uni-
fied framework that handles both convolutional and inde-
pendent perturbations (dual perturbations). VeriDou ad-
dresses limitations in existing methods that struggle with
complex distortions involving multiple variations.

7. Conclusion
We introduce VeriDou framework to verify robustness
through convolutional and independent perturbations, ad-
dressing the gap in expressivity of robustness properties.
Our evaluation reveals a critical finding that networks
demonstrating strong robustness against specific perturba-
tions become significantly more vulnerable under dual per-
turbations. These findings suggest that verification frame-
works should explore combinations of transformation types
to avoid overconfident safety conclusions. Future work
should investigate training techniques that improve robust-
ness across multiple perturbations.
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